	MID-DAKOTA RURAL WATER SYSTEM, INC.

Miller, South Dakota

Rules and Regulations 


	
	OPERATIONS AND PROCEDURES

Policy Bulletin  (PB) Series: 300 

Bulletin No. : 11



PB 311
IDENTITY THEFT
PURPOSE

The purpose of this policy is to set forth the guidelines for management and staff to use in establishing and maintaining policies and procedures in order to comply with the Fair and Accurate Credit Transaction Act’s guidelines on detecting, preventing and mitigating identity theft.   

TERMS OF POLICY

A.  Introduction:

The Fair and Accurate Credit Transactions Act (“FACT Act”) requires certain institutions that offer or maintain Accounts to develop and implement a written identity theft prevention program (the “Program”) that is appropriate to the size and complexity of the institution, as well as the nature and scope of its activities. The Program must include requires reasonable policies and procedures, staff training, oversight of Service Providers, and oversight by the board of directors.  This policy is intended to establish a Program as required by the FACT ACT.

B.  Definitions:   

1.  
Account, a continuing relationship established by a person with the corporation to obtain water or other products or services for personal, family, household or business purposes.  The term “Account” includes accounts owned or attempted to be opened by a business or governmental entity.  The term also includes existing accounts, where a relationship already has been established, and to account openings, when a relationship has not yet been established.

2. 
Identifying Information, any name or number that may be used, alone or in conjunction with any other information, to identify a specific Person, including any of the following:

a.  
Name, Social Security Number (SSN), date of birth, official State or government issued driver’s license or identification number, alien registration number, government passport number, employer or taxpayer identification number;
b.
Unique biometric data, such as fingerprint, voice print, retina or iris image, or other unique physical representation;
c.   
Unique electronic identification number, address or routing code; or

d.  
Telecommunication identifying information or access device.

3.  
Identity Theft, a fraud committed or attempted using the identifying information of another Person without authority. 

4. 
 Person, any natural person, business entity or governmental entity.

5.  
Red Flag, a pattern, practice or specific activity that indicates the possible existence of identity theft.  Specific examples of Red Flags are set forth below in section C.
6.  
Service Provider, a Person that provides a service directly to the Corporation.  

C.  Identification of Red Flags:


As a part of the Program, the Corporation will monitor activity related to Accounts for the detection of the following Red Flags.  The Corporation will periodically update this list as new experiences are encountered.  

1. A fraud or active duty alert is included with the credit report.

2. A credit bureau provides a notice of a credit freeze in response to a request for a credit report. 

3. A credit bureau provides a notice of address discrepancy. 

4. The credit report or use of the account that indicates a pattern of activity is inconsistent with the history or pattern of activity usually associated with the Person, such as:

a. A recent and significant increase in the volume of inquiries;

b. An unusual number of recently established credit relationships;

c. A material change in the use of credit, especially with respect to recently established credit relationships; or

d. An account that was closed for cause or identified for abuse of account privileges by a financial institutions or creditor.

5. Documents provided for identification appear to be forged or altered. 

6. The photograph, description of the Person, or other information provided as identification is inconsistent with the appearance of the consumer who is presenting the identification. 

7. Other information on the identification is not consistent with the information provided as identification provided by the Person when the account is opened or by the Person presenting the identification. 

8. Other information provided is inconsistent with information on file with the Corporation, such as recent bank check. 

9. An application appears to be altered, or destroyed and reassembled. 

10. Personal information provided is inconsistent when compared to external information sources, such as:

a. The address does not match any address in the credit report; or

b. The SSN has not been issued, or is listed on the Social Security Administration’s Death Master File. 

11. Personal information is internally inconsistent, such as an SSN that is inconsistent with a consumer’s date of birth. 

12. Personal information is provided that has also been provided on a fraudulent application.

13. Personal information that is provided is of a type associated with fraudulent activity, such as a fictitious address (i.e., mail drop or a prison) and an invalid phone number (i.e., pager or answering service). 

14. The address, SSN, and phone numbers have been submitted by other Persons. 

15. The Person fails to provide all required information on an application. 

16. Personal information is not consistent with information on file with the Corporation.

17. The Person cannot provide authenticating information, other than what would be available from a wallet or credit report.  

18. An account is used in a manner inconsistent with established patterns of activity, such as:

a. Nonpayment when there is no history of late or missed payments;

b. A material increase in the use of available credit;

c. A material change in purchasing or spending patterns;

19. An account that has been inactive for a reasonably lengthy period of time is used (taking into consideration the type of account, the expected pattern of usage and other relevant factors). 

20. Mail sent to the Person is returned repeatedly as undeliverable even though transactions on the account continue to be conducted.  

21. The Corporation is notified that the Person is not receiving paper account statements. 

22. The Corporation is notified of unauthorized charges or transactions in connection with the account. 

23. The Corporation is notified that it has opened a fraudulent account for a person engaged in identity theft. 

D.  Procedure When Identity Theft is Suspected:
1. 
When a Red Flag is detected, the Corporation will first determine whether the Red Flag is relevant and evidence of a risk of Identity Theft.  In determining which Red Flags may be relevant, the following factors will be considered:

a. The type of Accounts involved;

b. The methods provided to open such Accounts;

c. The methods provided to access Accounts; and

d. Previous experiences with identity theft.

2. 
 
The Corporation must have a reasonable basis to conclude that a Red Flag does 


not constitute evidence of possible Identity Theft before the Red Flag is 



disregarded. 

3.  

When a relevant Red Flag is detected in connection with opening of an Account, 

the Corporation will obtain and verify information about the identity of the Person 

opening the Account.
4. 

When a relevant Red Flag is detected in connection with an existing Account, the 

Corporation will take appropriate steps to authenticate the transaction, will 


monitor future transactions involving the Account, and will verify the validity of 


change of address requests.

5.  

If a relevant Red Flag is detected and not resolved with a reasonably-based 

conclusion that it does not constitute evidence of possible Identity Theft, the 


relevant circumstances shall be reported to an appropriate law enforcement 


agency.  Nothing in this Policy shall act to limit reports of Red Flags or other 


suspicious activity whenever the Corporation deems it necessary and appropriate 


to do so.   

E. Use of Credit Reports with Address Discrepancies: 

1.
When using credit report information, the Corporation will: 

a. Compare the information in the credit report provided by the credit bureau with the information that the Corporation: 

i. Maintains in its own records, such as applications, change of address notifications, other member account records; or 

ii. Obtains from third-party sources. 

b. Verify the information in the credit report provided by the credit bureau. 

2.  
The Corporation will notify the credit bureau from which it received a notice of 
address discrepancy that it believes no discrepancy exists when the Corporation:

a. Can form a reasonable belief that the report relates to the Person about whom the report was requested;

b. Establishes a continuing relationship with the Person; and 

c. Regularly and in the ordinary course of business furnishes information to the credit bureau from which the notice of address discrepancy was obtained. 

3.
The Corporation may confirm that an address is accurate by any of the following methods: 

a. Verifying the address with the Person;

b. Reviewing its own records to verify the address of the Person;  

c. Verifying the address through third party sources; or 

d. Using other reasonable means. 

4.
The Corporation will provide the Person’s address (that the Corporation has taken reasonably steps to determine is accurate) to the credit bureau as part of the information it regularly furnishes for the reporting period in which it establishes a relationship with the Person. 

F.  Administration of the Program:
1.
The General Manager is responsible for implementing and updating the Program.  Among other things, the General Manager will delegate responsibility for the day-to-day implementation of the Program to the appropriate employees and Service Providers and will appoint a compliance officer to monitor and review 
implementation of the Program.   

2.  
No less often than December 31 of each year, the General Manager shall provide 
a written report to the Board of Directors that includes, but is not necessarily limited to, the following:
a. The names of the employees and Service Providers assigned the specific responsibility for the Program’s implementation;

b.  
The effectiveness of the Program;

c.   
Service Provider arrangements;

d.   
Significant incidents of Identity Theft and management’s response to these       incidents; 

e.  
Changes to the Program implemented by the General Manager since the last      report; and 

f.    
Recommendations for material changes to the Program; and  

3.  
The General Manager is responsible to provide for staff training, as necessary, to effectively implement the Program.  

4.  
If a Service Provider is used in connection with Accounts, the General Manger 
shall employ reasonable steps to ensure that the activity of the Service Provider is conducted pursuant to reasonable policies and procedures that are designed to detect, prevent and mitigate the risk of Identity Theft.  

5.   
The Corporation will periodically update its policies, procedures and risk assessment to reflect changes in identity theft risks to members and to the Corporation.  

G.  Oversight of Service Providers:


1. Whenever the Corporation engages a Service Provider to perform an activity in connection with one or more accounts the Corporation shall take steps to ensure the activity of the Service Provider is conducted in accordance with reasonable policies and procedures designed to detect, prevent, and mitigate the risk of identity theft. 

2. The Corporation will satisfy this requirement by providing one-time notice that the Service Provider must conduct its operations in accordance with reasonable policies and procedures designed to detect, prevent, and mitigate the risk of identity theft.

H.  Other Applicable Legal Requirements:

The Corporation will comply with other applicable legal requirements, such as:

1. The requirements of the Fair Credit Reporting Act (“FCRA”) regarding the circumstances under which credit may be extended when fraud or an active duty alert is detected;

2. The requirements of the FCRA of furnishers of information to credit bureaus to correct or update inaccurate or incomplete information, and not to report information that the furnisher reasonably believes is inaccurate; and  

3. The FCRA prohibitions against the sale, transfer and placement for collection of certain debts resulting from identity theft.

CROSS REFERENCE(S)

PB 317 - Privacy
	Date Initially Adopted:
	10/15/2008
	Amended/Revised:
	
04/13/2021


	ADOPTED:


By: ____________________________________________

Chairperson of the Board

	(Corporate Seal)


	ATTEST:


By: ____________________________________________



Title: ____________________________________


